Yale University School of Medicine

Accountability Statement

To provide the most efficient and cost-effective services, the Yale School of Medicine delegates authority to qualified individuals within the scope of their work-related responsibilities.  Inherent in this delegated authority are certain responsibilities for which these individuals will be held accountable.  This statement outlines these responsibilities and clarifies the standards to which personnel will be held accountable.

Within the scope of their work-related responsibilities, the Yale School of Medicine delegates authority for qualified individuals to

· access University and Medical School computer systems;

· grant systems access to other qualified employees under their supervision;

· have access to confidential information; and

· prepare, review, and authorize transactions.

Access to University and Medical School Computer Systems

It is the responsibility of employees who have been granted access to University or Medical School Systems to maintain the security of their desktops and confidentiality of their passwords.

Authorizing Systems Access

It is the responsibility of employees approving access to qualified employees under their supervision to assure that these employees 

· require access to these systems for their work-related activities

· have had appropriate training in policies & procedures and associated application tools

· understand their responsibility regarding the security of their desktops, confidentiality of their passwords, and the preparation, review, and/or authorization of transactions

· have a signed accountability statement on file in the YSM Financial Operations Office

Once the employee has left his/her position in the department, it is the responsibility of the original authorizing supervisor to ensure that the employee’s system access and authorization as a preparer, reviewer, or certified authorizer within that department have been revoked.

Access to Confidential Information

Employees requiring access to University and Medical School information for work-related activities are responsible for the confidentiality of that information.  This includes information viewed on-line, in print, in other media, or received orally.  Information to which employees have access is to be shared only with authorized individuals, as appropriate and only as the business need requires.

Transaction Processing

Employees who have been given the responsibility to prepare, review, and/or authorize transactions are responsible for these transactions being correct, appropriate, and in keeping with University policy.  

Accountability

Individuals who have been delegated responsibilities as a preparer, reviewer, or authorizer, will be held accountable for any inappropriate transactions or misuse of information.  Additionally, individuals will be held accountable for maintaining the security of their desktop and confidentiality of their system password/s. 

The School of Medicine has a hierarchy of concerns about issues related to confidentiality and compliance with guidelines.  First and foremost is the concern about the rights of privacy, in terms of the confidentiality of individual compensation as well as any information related to an individual’s health status or medical services received.  In addition, any knowing commission or omission leading to fraud or fraud and abuse is regarded as a very serious matter.  Acts in these arenas that violate the above policy will be dealt with in the most severe fashion.

Errors related to individual transactions, whether by commission or failure to properly ensure quality, are a matter of concern, but are also regarded as an educational issue. The School of Medicine will provide ongoing feedback concerning individual and systematic errors and will provide training as well as organizational development support to improve performance.

Systematic failure to improve operational problems will be dealt with in the context of each individual’s overall performance review.

If you are hesitant to prepare, review, or authorize a particular transaction due to lack of understanding of a process, policy, or procedure, please contact the School of Medicine Functional Help Center at 785-2400 for assistance.   

If you are instructed to prepare or approve an improper transaction, or to use information inappropriately; or you have knowledge of such a transaction or inappropriate use of information, it is your responsibility to report such an occurrence to one of the following individuals:

1. Your immediate supervisor

2. Your Department Administrator

3. Medical School Quality Assurance Office (737-2269)

4. Director of University Placement and Staff Relations, Human Resources (785-3840)

5. School of Medicine Executive Director for Finance and Administration (785-4692)

6. School of Medicine Chief Operating Officer (785-3780)

If circumstances warrant your reporting the matter to a resource outside of the School of Medicine, you may contact the Medical School Compliance Hot Line at 1-800-351-2831.

Acknowledgment of Responsibility

I acknowledge my responsibility as a (check all that apply)

 FORMCHECKBOX 
  Preparer

 FORMCHECKBOX 
  Reviewer

 FORMCHECKBOX 
  Certified Authorizer

I acknowledge that I am accountable for any inappropriate transactions, misuse of information, or inappropriate access to on-line systems, including maintaining the security of my desktop and the confidentiality of my password.

I understand that, if instructed to prepare or approve an improper transaction or divulge confidential information; or if I have knowledge of an improper transaction, inappropriate access, or misuse of confidential information, my obligation is to report such an occurrence as specified above.

Violation of Policy

I understand that I am in violation of University and School of Medicine policies if I 

1. intentionally prepare or approve a business transaction that is incorrect, inappropriate, or fraudulent;

2. intentionally direct the preparation of a business transaction that is incorrect, inappropriate, or fraudulent;

3. intentionally allow inappropriate or unauthorized access to any on-line system; 

4. intentionally misuse confidential information that I have access to; or

5. intentionally allow inappropriate or unauthorized access to confidential information in any form.

I also understand that a violation of this policy, based upon the severity of the incident, may result in disciplinary action up to and including dismissal.

I have read and understand the above and received a copy of this form.  The original document has been forwarded to the School of Medicine Office of Financial Operations, 100 Church Street South, Suite 100.  A copy has been retained and filed in the department.

________________________________      ______________________________     __________


Employee Signature


Name (Print)

 Date


________________________________      ______________________________     __________

Chair/Administrator Signature

Name (Print)

Date


(authorizing the above individual)


__        
     

___

YSM Finance Signature

Name (Print)

                    Date
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